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Cnaiin 1.

KUBEPBE3OMACHOCTb

U NMPOPUJTAKTUKA
KUBEPMPECTYNHOCTU

EauHbIA geHb
MHOOPMUPOBAHMUA HaceNneHun

Hoabpb 2025 r.

DNEKTPOHHBIE CEPBUCHI, WHTEPHET-OAHKHHI, yAalieHHas pabora u
yueba, OHJIAWH-PETUCTPAIMK, WHTEPHET-MarasuHbl ¥ MapKEeTIUHCHI — BCE
ATO HACTOJBKO MPOYHO BOIIJIO B HAIIY MOBCEIHEBHOCTh, YTO MHOTIA TPYIHO
MOBEPUTH, KaK KUJIM 0e3 3Toro pasbiie. Yem Ooblle MOrpyKaeMcsi B MUP
MHPOPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJOTUU (daree — HKT), Tem
0O0JIbIIIE CTAHOBUMCS ySI3BUMEE.

Kub6eparaku Ha uHGOpPMAIHOHHYIO CTPYKTYPY — 3TO OJIHA U3 CaMbIX
3HAQUUTENIbHBIX W  TOCTOSIHHO  pacTylIMX Yrpo3 Juid  TJI0OaJIbHOU
oezonacHoctu B XX| Beke. Ha ¢one BceoOmieil nudpoBusanuu 3t1a
npoOjieMa HE MPOCTO HApacTaeT, a HSBOJIIOIUOHUPYET, HA YTO BIIUSET
IIMPOKOE UCIIOIb30BaHNE UCKYCCTBEHHOT'O UHTEIIEKTA (Oanee — MH), TaK Kak
3JIOYMBIIIJICHHUKY HA4YMHAIOT HCIMOJIb30BaTh €ro JUisl co3daHusi Ooiee
U3OIIPEHHBIX BPEIOHOCHBIX MPOTpaMM, aBTOMATH3allMM aTak M aHaiu3a
YA3BUMOCTEM.

Kubeparaku npeBpaTuiinch U3 MpoOeMbl TEXHUYECKUX CIEIUATUCTOB
B OJIHY M3 IJIABHBIX CTPATETHYECKUX yIrpO3 HAIMOHAIBLHON, SKOHOMHUYECKOMN
1 00IIeCTBEHHOM 0€30MacHOCTH JIF000H CTPaHBHI.



Ilo pesynpraTaM HCCIENOBaHUSA, NPOBEACHHOIO B IIPOLUIOM TOXY,
benapycs Haxonutcea Ha 3-M Mmecte B peiitunre crpan CHI', koTopele varie
BCEI0 IIOJBEPraroTCs KubepaTakam.

Kaxnas nsaras araka B bemapycu npuxoaurces Ha roccekrop (22%). Ha
BTOpPOM MecTe — cepa mpoMbluieHHoCTH (14%), a Ha TpeTbel CTPOYKe —
¢unancoBas orpaciab (11%). MHOro arak Takke HaleJeHbl Ha CEKTOp
TEJIEKOMMYHUKAIIHK, chepbl HayKu U oOpazoBaHus (8%).

Kaxnmass Bropas  kuOeparaka (57%) TOpPUBOAUT K  yTEUKe
KOH(UIEHIIMATBHBIX ~ JTaHHBIX. PeXe OHM  HApyIIalOT  OCHOBHYIO
nesTenbHOCTh (16%) mnm HecyT mpsiMmbie QuHaHCOBBIE moTepu (8%). bomee
MOJIOBUHBI YKPAJCHHBIX CBEJCHHI COCTABJISIOT NEPCOHABLHBIE JaHHBIE U
KOMMepUYeckasi TaiiHa. AKTyaJlbHOW MpoOJeMON OCTaeTcsl Kpaxka JCHET C
OAHKOBCKUX KapTOYEK U DJIEKTPOHHBIX KOIIETHKOB.

Cmaiin 2.

POCT KMUBEPATAK B BEJIAPYCU

[l Nozuuua Benapycu: 3-& mecto & CHE no
KOAWMECTBY inbepaTar

] OCHOBHbIE LENK ATAK:
foccexrop — 22%
Npombiwnennocrs — 14%
DuHance - 11%

I NOCNEACTBHA:

Yreuxa ganHbix — 57% cnyyvaes

Hapywenne padorol — 16%
Dunancosbie novepw — 5%

CormacHo panHbiM 3a 2024 ron, Hama pecnyOnuKa IO YpPOBHIO
kubepoOe3zonacHoctu 3ansuia 70-e mecto u3z 166 crpan B peittunre NSCI
(National Cyber Security Index, Hayuonanvnuiii unoexc kubepbezonacuocmu),
YCTyUMB 1O 3ToMy wuHAEKCY cpemu crtpadn CHI' mmms Monnose,
Azep0aitmkany u Poccun.

PocT M yci10:kHeHHE MeTOI0B KHOEPYIpo3 TPeOYIOT onepesKaroiero
U KOMILIEKCHOT O pearupoBaHus.

B Benapycu nmpuHST psii CHCTEMHBIX Mep, U 00pbda ¢ KuOepyrpo3amu
BEJIETCS. HA HECKOJIbKMX YpPOBHSX. Tak, Ha rocyIapCTBEHHOM YPOBHe
VYkazom Ilpesunenra Pecnyonuku bemapycs Ne 40 «O kubepbe3onacHOCTH
peanmzyeTcs KOMILJIEKCHBIN MHOTOYPOBHEBbIH MeXaHU3M
NPOTHUBOACHCTBUA KHOepaTakaM Ha TOCYJapCTBEHHbIE OpraHbl H
OpraHu3aIy, KpUTHYECKyI0 HH(MOpMarmonHyr uHdpacTtpyktypy. Co3nan
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HanmonanbHbiil IeHTp obOecrieueHus: KuOepOe30nacHOCTH U pearupoBaHUS
Ha KUOSPUHIUICHTHI (Oanee — Hayuonanvnwiti yenmp Kubepbesonachocmiu,).
Hanaxeno MexxayHapoaHOE COTPYIHUYIECTBO B 3TOU cepe.

Coznmanbl  HEOOXOAMMBIE  MPaBOBBIE  YCIOBUS  JUISL  3alUTHI
MEPCOHANBHBIX JIaHHBIX M 0€30MacHOCTH JMYHOCTM M OOIIeCcTBa IMPU HX
UCIIOIb30BaHNM. 3akoH PecnyOnuku benapych «O 3amure nepcoHaJbHbIX
AaHHBIX», npuHATBIM B 2021 romy, yCTaHaBIMBaeT TpPaHULBI,
OTIpEICNAIONINEe, KaKylo HH(OpPMAIMI0O O YeIOBEKE MOXKHO COOMpaTh U
pacnpocTpansTh. Bmecte ¢ TeM, yTOOBI 3aluTa MEPCOHATBHBIX JAaHHBIX
Obl1a mo-HacTosmeMy 3(pGeKTUBHON, HY)KHBI OOIIHME YCHUIIMS — HE TOJBKO
rocyaapcTBa, HO U FPAXK/IaH.

[IpoTuBOACICTBHME OCYHIECTBISIETCS 1 HA KOPNOPATHBHOM YPOBHe.
Opranuzauud M TOPEANPUSITHS HMHBECTUPYIOT B KHOEpOE30MacHOCTh U
00y4YeHUE COTPYAHUKOB.

Jlns OoprOBI ¢ KHOEpyrpo3aMH Ha WHIAUBUAYAJIBLHOM YPOBHE
TpeOyeTcsl MOBBIILIEHHE IU(POBOM T'PaMOTHOCTH HACENIEHHUS, COOIIOJECHUE
AJIEMEHTAPHBIX MPaBWIT HU(POBON TUTHUEHBI.

CoBpeMeHHBbIE aCTIEKThbl KH0Ep0e30NacHOCTH

Kubepnpecrymnienus TPaHCHALIMOHAJIbHBI, 3JIOYMBIIIJICHHUKHU
I/ICHOJIBSYIOT aHOHHMaﬁ3epBI (CQp@MCbZ, noseoJisliouue CKpovlms JU4HbIE OanHble
noavzoeamens u obecneyumv AHOHUMHOCIb 6 HHmepHeme) U HaAXOIATCA 3a
pyOeXoMm, U4TO KpaitHe 3aTpyAHsET UX 3a7eprKaHue.

ITo namaeiM CrnencrBeHHoro komurera PecnyOnmuku benapycs,
otMmevaercs yxop 6osiee 80% BbrIMOraTenbcTB U 6osiee 90% MOIIEHHUYECTB B
«OHJIAMH»-CXEMY, YeMYy CIIOCOOCTBYET B TOM YHCJE HHU3KHM MPOICHT
OCBEJOMJIEHHOCTH TpaXJaH O IIPECTYNMHBIX CXEMax, a TaKXKE Pa3BUTHUE
CITOCOOOB COBEPIIICHUS TaKUX XUIIESHUM.

Kaptuna pacnpocTpaHeHHbIX BUJIOB KUOepnpecTyrieHuid B benapycu
MOBTOPSIET TJIOOANbHBIE TPEHJIbI, HO C aKIIEHTOM Ha MECTHbBIC IUIATEKHbIC
CUCTEMBI Y IPUBBIYKHA HACEJTICHUS.

[lo npgaHHBIM TJIABHOTO  YOPaBICHHS 1O  NPOTHBOAECHCTBUIO
KHOEPNPECTYIMHOCTH KPUMHHAJILHON MHIMIMA MUHHCTEPCTBA BHYTPEHHHUX
nen Pecniyonuku bemapych, 3a 9 mecsineB Tekyiiero rojga B bemapycu mo
CPaBHEHUIO C AHAJOTMYHBIM I[EPHOJOM MPOUIJIOr0 TroAa KOJAYECTBO
KUOepIpecTyIUIeHU CHU3UIOCh moutu Ha 11% (a 9 mecayes 2025 200a
3apezsucmpuposaro 6onee 13 moic. cayuaes (13 420), mpemov uz xomopuwix (4 121)
— 6 2.Muncke).

[lo craructuke KeHIIUHBI (65%) yaile BCEro CTAHOBATCS >KE€PTBAMU
MOIIEHHHUKOB, KOTOPbIE BBIMAHUBAIOT JICHBI'M MYTEM MCUXOJIOTHYECKUX
MaHUNyJIsAuuid 1o Tenedony (77,9%), Kynau-npoAaku TOBApOB M OKa3aHMSI
yciyr  (65,6%), OmarorBoputensHOcTH (100%). My:kumubl (84,8%), kak



IIpaBuJIoO, CTaHOBATCA KEpTBaAaMHU MOIICHHUYCCTBA, CBA3aHHOI'O C
HUCHOJIb30BaHUEM CalTOB 3HAKOMCTB.

Cmaiin 3.

MNOPTPET XKEPTBbl MOLUEHHUYECTBA

Ol
.

AN @ HeHuwmHL
LA .y TenedoHHEE MOWEHRNKK — 77,9%
<. SN oAy OBman B chepe yeyr — 65,6%

MyW4HHbI
MOIUeHHHUYECTBO Ha CARTax 3HakoMmcTe — 84 8%

o - e 7 pal Bospacr
. > A L T 50+: 7eMe@OHHOE MOLEHHWHECTBO, #NOMOILLL
“ Lo NG ’ POACTBEHHKHIMS
)\, il . Ao 30 ner: NCeBAC-MHBECTHIMK (65,4%),
¢ ; N AMCTAHUMOHHBIE CRENKM C HeRBUHMMOCTEIO {56,3%)
30-49 net: MKT-moweHsnyecTen ¢ Aorosopamu (53,1%)

'. — oG &
R L y CoymanbHeii crartyc:
s S Ge3paboTHbie Y3LE NONAKT B HHBLCTUUMOHHLIE

nosywmn (46,2%)

Cnpaeouno:

Bo3spacmmuwie cpynnsl nomepneguiux:

aou cmapuie 50 nem uawe cmano8AMCs Hcepmeamu meeQhOHHbIX
MOWwleHHUYecms,  obMaHa,  008epyuUBOCMU,  1e2eH0 O  HOMOWU
POOCMEEHHUKAM,

Mon00excy 00 30 1em ysa36uma om MOWEHHUYECKUX OUCMAHYUOHHBIX
coenok ¢ Hedgudxicumocmoio (56,3%), ncesdo-uneecmuyuti 68 «OUpHCU» U
«po3sviepoluten unu axyuiiy (65,4%);

auua cpeonezo so3pacma (30-49 nem) — naubonee maccosas epynna
cpeou  nomepneswiux om  HUKT-mowennuuecmea ¢  3axmoyeHuem
2PaANCOAHCKO-NPABOBbIX 002060p08 (33,1%).

Bbe3pabomuvie u  Heyuawueca - uawe - nonaoaromcs 8
uHeecmuyuonHsie 108yuKu (46,2%), umo modxcem 66ImMv C8A3AHO C NOUCKOM
UMU UCMOYHUKO8 00X00a UNU YlleueHUeM a3apmHblMU CXeMamu.

[To cmocodam coBepuIeHUs1 MOIIEHHUYECTBA YA€ BCETO MPOUCXOIAT
OT HMMEHHM JOJKHOCTHBIX Jull (28,2%). Adepuctsl mnpencTaBisiOTCS
COTPYAHUKAMH ITPABOOXPAHUTEIbHBIX OpraHoB (MB/, CK, /[®P, KIb) u
paboTHHKaMU OAaHKOBCKMX OpTaHM3aldid. MOIIEHHUKH CTajd 3BOHUTH OT
UMEHU pabOTHUKOB CIIy>KO rasza, BOJOKaHaJIa, SHEProHAI30pa, MOOMIIbHBIX
ONEpaToOpOB CBSI3UM IMOJ MPEAJIOrOM OKOHYAaHUSA CpPOKa JOroBopa H
IpeaiaraioT JUisl ero npojJsieHusi cooOmuth udpoBoit kox u3 cmc. Ilocne
nepegaud  KoAa OKEpPTBE 3BOHUT COOOIIHMK MOIIEHHHKA U YXKe
IIPEJICTABIIETCS MPABOOXPAHUTEIIEM, 3AIIyTUBAECT TEM, YTO YEJIOBEK MEpEeaall
JUYHBIC JTaHHBIE U Ha €ro ums OyayT odOopMIIEHBI KpPEIUThl. A 4TOOBI HX
n30exarh npejiaraet 0hOpMHUTH BCTPEUHBIC KPEIUTHI U TIOJTyUYCHHBIC IEHbIU
NEePEBECTU HA YKA3aHHBIN CUeT WU OAaHKOBCKYIO KapTy.

I[Ipu cxeme oOmMana oOT wuMeHM PpykoBoauTteseii (Fake boss)
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(yupesicOenuii  00pazoeanus, 30pABOOXPAHEHUs,  KVIAbMYpbl, NPeOnpusimuil)
MOIIICHHUKH 3aITyTUBAIOT MOI03pEHNEM B ((MHAHCUPOBAHUH IKCTPEMHUCTCKON
JESATETLHOCTH, TIPOBEACHUEM OOBICKA M U3BIATHEM JICHET, TAK)KE MPeJiararoT
TaHHBIM  (akT gepkaTh B TalHe ©W IOOOIIATBCA C  ONMpPEACIICHHBIM
COTPYAHUKOM TPAaBOOXPAHUTEIBHBIX OPTraHOB, KOTOPBIM SKOOBI  JIJIst
COXPaHEHUS JCHEKHBIX CPEJICTB MPEIIaracT «BPEMEHHO)» NIEPEBECTU ICHBIU
Ha 3alUINEeHHBINA CUET.

B tenmeporHOM pasroBope He JOBEPSNTE HE3HAKOMBIM JIUIIaM, KeM ObI
OHU HE MPEJCTABUIINCH, €CIIA BbI HE KJETE TAaKOTO 3BOHKA.

Tperb momeHHuyecTB (27,6%) coBepuiaeTcs MO BHAOM HNPOHAAKHU
ToBapoB B cerun Instagram wiam Telegram (uawe 6ceco mowennuxu
«npodaiom» asmoszanyacmu, caooevie Kadeiu, HOB0200HUE ejiu, Mopenpodykmbl u
opyeue  moeapul).  3IOYMBIIUICHHUKA  NPEIIaraloT  MOTCHIUAIbHBIM
MOKYIIATEJISIM TIEPEBECTH MPEIOIJIATy 3a TOBAp M OOEIIAIOT €ro BhICIATH MO
MOYTE HWJIM KypbEpoM, MOCJE Yero OOIIEHHE MPEKpaIlACTCs, U «KIUCHT»
OCTAETCS HU C YEM.

Cnpaeouno:

Takowce Haubonee pacnpocmpaneHHble NPecmynHble CXembl:

360HKU om umenu oaunka, compyonuxka MBJ], KI'b u unvix
20CY0apCcmeeHHbIX OP2AH08, K020d MOUWIEHHUK, UCNONb3YS MEXHON02UIO
NOOMEHbl HOMepA, 360HUM C HOMepPAd, NOX0XHCe20 HA OQUYUATbHBIL HOMeED
banka u coobwaem o «n0OO3PUMENLHOU ONepayuLy ¢ Kapmot, «O10KUposKe
cuema» UIU «NONBIMKE B6310MA», a Ol «3AUWUMbLY UIU «OMMEHbI
onepayuuy npocum cooowums CVV-ko00, Odaumnvie uz SMS-cooowenus c
KOOOM NOOMBEePAHCOeHUs, NaApoib U3 UHMEePHem-OaHKUHeA Ulu nepesecmu
OeHbeu Ha «Oe30nacHvlly (Ha camom oenie NOOKOHMPONbHbIU MOUIEHHUKY)
cuem;

Quwmunzosvie SMS-coobuwenua u nucoma, xozoa npuxooum SMS-
coobwenue Ui 3JNeKMPOHHOE NUCLMO C COOOWeHUuUeM O «OJI0KUpPOBKe
Kapmuly, «npoobjemMe C HAN020M», «8vlucpvlile 8 Jlomepeey, KOmopoe
cooepatcum CColiKy HaA QUUUHEO8LIIL UHMEPHem-pecypC (caim — KIOH),
KOMOpblll  8ble1A0um  Kak  oQuyuanvhelli  unmepHem-pecypc  0Oauka,
HAN02080U UHCNEKYUU Ui Opy2020 20CYOAPCMEEHHO20 O0p2aHa, 20e
mpebyemcs 66ecmu J102UH, NAPOJb, OAHHblE NIAAMENCHLIX CPeOCms8, Nocje
88004 KOMOPBIX COBEPULACIC XULYEHUE;

MOWEHHUYECMEA 8 COUUAIbHBIX cemaX u mecceHoxncepax («Viber»,
«WhatsApp», «Telegramy), ko2coa 310yMblUIEHHUK 831AMbIBAEH AKKAYHN 8
coycemu uau cozoaem Hetikoawlll, NOXOHCULl HA He2o, nuuem OaU3KUM
POOCMBEHHUKAM OM UMEHU 61a0enbyad aKKAYHMA, 4moO CPOYHO HYIHCHBI
0eHbeU HA «OYEHb BAJICHOE 0€l0» (NONAl 8 CIOJCHYIO CUMYayulo, nonau 8
HTII u 0p.), npocsi HUKOMY He 360HUMb, IUOO AHANOSUYHAS Npeovloyujell
cxema, K020a MUWEHbIO CIMAHOBAMCSL 0PY3bsl, A MOWEHHUK Om UMeHU opy2a
nuulem, Ymo 3acmpsi 3a epavuyel, y He20 YKpaiu OeHbeU/O0OKYMeHmbl, U
npocum CpouyHO nepegecmu cpeocmeda;

eiikosvle unmepuem-mazazunwl, K020a co30aemcsi Kpacugwlil catim-
OOHOCMPAHUYHUK UAU 2PYNNA 6 COYUANbHOU cemu  (3a4acmyio 8
«HMucmazpam»), ¢ 02poMHbIMU CKUOKAMU HA AKMYAIbHLIU ) HACENeHUs.
mosap (mexnuxa «Apple», cadosas mebenvb, HadysHvie Oaccelinbl,
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bpendosas odedxcoa u Op.), a nocie npedoniamvl Mo8ap He NPUxooum, a
caum uau 2pynnel  ucuesaiom, JauUbOO COOOWeHUs  JHcepmevl  Oajlee
UCHOPUPYIOMCA;

MOUWIEHHUYECMEA HOO BUOOM 20CYOAPCMEEHHBIX OP2AHOE8, K020d
Jcepmee  nocmynaem 360HOK OM UMeHU «cyobuy, «compyonuxa MBIy,
«HAN02080U» C mMpebosanuem CPOYHO ONIAMUMb HeKUll uUKmMuenslli 002,
wmpagh unu NOWIUHY, Yepoxcas apecmom c4emos Uil Opyeum HaKa3aHuem,
npocAm YCMano8ums Npuioxcenue O0s yOaleHHo20 docmyna (nanpumep,
«AnyDesk» wiu «TeamViewery) ons «npoeepku cuemay, umo oaem um
NOJHbBIUL KOHMPOJIb HAO YCMPOUCMBOM NOMEPNEGUIE20;

¢unancoevie nupamuovt U UHEECMUUUOHHbIE MOUIEHHUYECMEd,
maxkue — KaK — NpeoNoNHCeHUs  «B8bICOKOOOXOOHLIX — UHGeCUYUUY 8
KpUnmosamomy, Oupocu Uiy Cmapmansvl ¢ 2apaHmuposaHHbIM 6blCOKUM
ooxodom. Ilpu >mom Ha nepsom smane Mmo2ym 0adxdce BbINIAYUBAMND
HebobuUe NPOYEeHmbl, 4Ymoodbl nNomepnesuiull 8Hec euje DOIbUE OEHEHCHBIX
cpedcma u npugesl pPOOCMBeHHUKOS, Opy3ell U 3HAKOMbIX, NOC/le Ye20 NPOeKm
3aKpbI8AEMCs, A OeHeJICHble CPeOCmEa NOXUWAIOMCS;

6bIMO2AMEILCIEO HA UHMUMHOU NOUBE ((CEKCMOPUIEHY), Ko20a
MOUWLEHHUK Yepe3 COYcemu 3HaKOMUMCSL C HCepmeoll, 8mupaemcst 8 dosepue,
CKIIOHSIem K 00WeHUI0 8 8udeouame UHMUMHO20 XApaKkmepa uil K Omnpagke
OMKPOBEHHBIX (homo, 3anucvieaem 8udeo Uiy oeidaem CKpUHULOMbl, d 3amem
wanmasicupyem.

OnaceHusi BbI3BIBAIOT HaOuWparolye O00OpOThl BbIMOIaTeJbCTBA
(526 cnyuaes) ¢ UCHOJIB30BAaHUEM HWH(POPMALIMOHHO-KOMMYHUKAIITMOHHBIX
TEXHOJIOTHM: MOTEPNEBIINX IMOJ PA3JIMYHBIMUA MPEIJIOraMU BBIHYXKIAOT Ha
auyHbIX ycTpoiictBax [Phone BoliTH He B cBOwO ydeTHyro 3anuchk. Ilocre
Bxoja [Phone OnmokupyeTcst kKak MOXUILEHHBINM U CTAHOBUTCSI HE TTPUTOIHBIM.
J171s1 pa30JI0KMPOBKY 37T0YMBIIIUICHHUKA TPEOYIOT BBIKYII.

[ToaTOMy HU B KOEM cCilyyae HeJIb3sl BXOAUTH HA CBOEM YCTPOHCTBE B
YYKYI0 YYETHYI0 3alMCh, BIIAJEJICI] YYETHON 3alMCU MOXKET 3a0JI0KUPOBATh
YCTPOMCTBO.

Cmnanin 4.

BUAbI KUBEPNPECTYNNEHUMA,
COBEPLUAEMDBIE B CTPAHE

- 3B0HKK OT umeHr Danka, cotpyaruka MBA, KIE u
WHEX FOCYAAPLTBEHHEY OPraHoB
s

PrwrHrosse SMS-coobueHun 1 nncema

MOWEHHWHECTES B COUMIRLHLIX CETAX ¥
MECCEHRERaX

MOWEHHUNECTBA NPK OHAAWH-NORYNRAX H3
NAGIWAAXAX NG NPOAANE TOBAPOS

DERKOBDIE MHTEPHET-MaraIvHm

MOILEHHWYECTEA 100, BUAOM FOCYA3 PCTBEHHBX
OPravoe

rtmuam'oeue nUpaMmuabd ¥ UHBECTULUMOHHE
MOWeHHWSeCTES

Bh-ORMA B

BHMOr3ITEMDCTRO H3 MHTUMHOA NOYRE




Cnenyer OTMETUTh, YTO (PUIIMHI 1 MOIIIEHHU4YECTBO ¢ 0AaHKOBCKHUMU
KapTaMHu SIBJISIIOTCS CaMOW MacCOBOM KaTeropueil KuOepMOIIIEHHUYECTBA B
Pecny6uke benapychs.

IIpu sTOM Hapsimy ¢ JaHHBIMU MPECTYNMHBIMU CXEMaMU MOIICHHUKH
aKTMBHO WCHOJB3YIOT W TakKoW MeToJ (UIIWHTa, TPH  KOTOPOM
KOH(pHUACHIIMATIbHBIC  JIaHHBICE  OCJOPYCCKUX  TpakKJaaH  JO0OBIBAOTCS
3JIOYMBINJICHHUKAMU  TIOCPEJICTBOM Tele(OHHBIX 3BOHKOB. OTOT BHJI
MOIIICHHUYECTBA HA3bIBACTCS «BHUILIMHI.

Crnaiin 5. Bugeopomnuk.

| ASBYKA

Cnpaeouno:

Buwune — smo ycmuas paznosuonocms uuiunea, npu Komopou
310V MBIULIEHHUKU NOCPeOCMBOM MeNeh)OHHOU C653U, UCNONb3YSA NpueMmbl,
MemoOobl U MEXHON02UU NCUXOTI02ULECKO20 MAHUNYTUPOBAHUS, NOO PA3HLIMU
npeosioecamu, UCKYCHO uepas onpedeieHHyio poib (Kak npasuio, compyoHuka
OanKka, mexHUuecKko2co cneyuaiucma u m.0.), BbIHYHCOAIOM HeloseKa
cooowums UM C80U KOHPUOEeHYUATIbHble OAHKOBCKUE UIU NePCOHANIbHbLE
OaHHble TUOO0 CIMUMYTUPYIOM K COBEPUIEHUIO ONPEOeNIeHHbIX OeliCmEUll co
CB0UM DAHKOBCKUM CUEmMOM UIU OAHKOBCKOU KApmou.

I[To wmepe pasBuths  MH(POPMALMOHHO-KOMMYHHUKANMOHHBIX
TEXHOJIOTMHA BO3PACTAKNT M  BO3MOKHOCTH KHOEpPHPECTYNHUKOB.
Hekotopbie MOIIIEHHHMYECKHE CXEMbI TMOJYYMJIA HOBYIO KH3Hb OJjiaromaps
UCKYCCTBEHHOMY UHTEIUICKTY.

Pacrer konuuecTBO cCiy4aeB MOIICHHUYECTBA C HCIOJIb30BAHUEM
TexHojoruu Deepfakes — 3TO co31aHHBIE MCKYCCTBEHHBIM HHTEILIEKTOM
rOJIOCOBBIE COOOIIEHUS W BHUICO3BOHKH OT SKOOBI KOJUIET, Jpy3ed u
POJICTBEHHUKOB, KaK IMPaBUJIO, C MPOCKOON O CPOYHOM JICHEKHOM MEPEBOAC U
AP.

[Ipu Buaeo3BOHKE cieayeT oOpaiaTh BHUMAaHUE Ha TaKue JETald, Kak
HEUYETKOE WJIM CMa3aHHOE M300paKEHUE JIMIIa TOBOPSIIET0, OTCYTCTBUE WU
HEECTECTBEHHAsA MUMMKA JIMIIA.
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[lomHUTE, YTO COTPYIHUKH OAHKOB M NMPABOOXPAHUTEIILHBIX OPraHOB
HE 3BOHST Yepe3 MECCEH/DKEpPhl C HCIOJb30BaHHEM BuicocBs3u. Ilpu
COBEpPIIEHNH [I€HEKHOr0 IepeBoa TMoOjJ BJHSHHEM MOIIEHHUKOB
He00X0AMMO He3aMeAJIUTebHO 00PATUTHCS B OPraHbl BHYTPEHHHUX e
JUISL COXPAHEHUS! JCHEKHBIX CPEJICTB.

Jlaxke Korjga HMCKYCCTBEHHBIH HMHTEIJIEKT HCIONB3YyeTCs BO OJaro,
HY)KHO OBITh OCTOPOXHBIM. Eciim pabOTHHK OpraHu3aluyd AyMaeT, d4To
3arpy3uT AokymeHT B 4aT GPT m oH Bce OBICTpPO caeiaeT, TO 9TO MPSIMOU
nyTh K YTEYKE KOH(PUACHIMAIBHBIX HaHHBIX. JIOKyMEHTHI OTIpaBSITCS Ha
CEpBEpPHI B JPYroM TOCYAApCTBE, W 3aKOHBI HAIlle CTpaHbl YK€ HE MOTYT
rapaHTUPOBATh UX OE30MACHOCTH.

Cmaiin 6.

MCNOJIb3OBAHUE

B Uenesod Gprwmnr Ges owmbok:
NEPCOHINKIKPOBIHHLIC W TRIMMIATHYECHHN oesynpe\gme
Paccenku, obxoaslumMe TNaBHE MapKep yrposbl.

B MowerHmuecTso wepes Deepfake:

FEHEPAUMA BMAEO M FOI0CA PYHOBOACTES ANS
CAHKUMOHUPOBIHKA HEIAKOHHBIX PUHAHCOBYX ONepa

W VM-Botbl aan COLMANbHOR HIHMEHEPHM: i
BEEHUE OCMBICTEHHED AWANOTOR ANA BbIMAHHBAHNAL
KOHPHREHUMANBHOK MHPOPMIUMK. i

IIpesunent benapycu A.I'.Jlykamenko, Boictynas Ha |l Munckoi
MEXIYHANPOAHON KOH(PEPEHIIMH M0 €Bpa3UKCKON 0€30MaHCOCTH, KaK OJIHY
U3 KJIIOYEBBIX 33J71a4 B LIEJIOM 0003HAYMJI HEOOXOJUMOCThH MPUHSTHUS MEp B
o0JacT MCKYCCTBEHHOro uHTeiekra: «Heynpaenaemana zonka ¢ 3moii

cghepe npespauiaem e2o u3 none3nozo pecypca é opyycue. B nepcnexkmuese
— MACCO6020 NOPAIHCEHU .

Cnaiin 7.
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Heynpasnaemas 2oHKa 8 smoli
chepe npespawyaem €20 (npum. -
UcKycemeeHRbIi uRmennekm) U3
MoNe3Hozo pecypca 8 opynue.
B nepcnexkmuse — maccoeozo

nopaXeHus. , ,

pezudenm Pecaydausu Benopyes A.F. IyKOUEesso,
1 MUHCHGS MeROYRGPOTHERA NOHDeDeHULS No
eapo3uickod Gesonacdoomu, 28 oxmabos 2025 2,

CotpyanukamMn MuHHCTEpCTBa BHYTpEeHHHX el u HarnumonanbHOTO
O0anka PecnyOnuku benapych NpHHHMArOTCS Mepbl, HANpPaBJIeHHbIE HA
0J10KMpoBaHMe MOILICHHUYecKuX onepaunid. B benapycu ¢ 1 mapra 2024 r.
neiicteyer Yka3 IIpesmaenta Ne 269, koTopblil mpenocTaBiisieT OaHKaM
BO3MOXKHOCTh TIPUOCTAHABIMBATH TOJO3PUTEILHBIEC IEPEBOIBI 1 COBMECTHO C
IPaBOOXPAHUTEIBHBIMA OpraHaMH pacCieoBaTh WHIUACHTHI. JlaHHBIM
MEXaHU3M [O03BOJIAET JOCTAaTOYHO A((PEKTUBHO  B3aMMOJECUCTBOBAThH
rpakJlaHaM C OpraHaMy BHYTPEHHHX JIeJl, & UM, B CBOIO OU€PE/lb, KB PEKUME
24 Ha 7» mepenaBaTh yKa3aHHYIO HH(MOpPMaIMi0 OaHKOBCKOMY CEKTOPY H
noiydatb OT Hero 3(PGEKTUBHO U OBICTPO HHGOPMALMIO O JHIAX H
MHCTPYMEHTaX, KOTOPbIEC 3aJ€MCTBOBAHbI B IPOTUBONPABHOU JIEATEIbHOCTH.
W camoe riaBHOE — MpPENNPUHUMATH MEPHI, HAMIPABICHHbBIE HA COXpaHEHHUE
y’K€ TTOXUILIEHHBIX JEHEKHBIX CPEJICTB Y IPaK/IaH U HEJOMYIIECHUS TIEpeBOIa
UX Ha 3apyOexHbIE cueTa.

B cB3M Cc HEOOXOAMMOCTBIO 3allUThl OT MOIICHHUKOB OaHKU
yCTaHABIMBAIOT JMMUTHI MO CHATHIO JCHEr B OaHKOMAaTax Ha TEPPUTOPUHU
bemapycwu.

boprba ¢ 3TUMH mpecTymieHUsIMU TpeOyeT He TOJbKO OoJee
COBEPILIEHHBIX TEXHOJIOTUW 3alIUThl, HO U (DYyHAAMEHTAIBHOTO MOBBIIICHHUS
u(pOBON TPAaMOTHOCTH HACENEHUS, MOCKOJIbKY MMEHHO YEJIOBEK OCTaeTCs
HanOoJiee ySI3BUMBIM 3B€HOM B JIFOOOM crcTeMe 0€30MacHOCTH.

udposas rpaMOTHOCTH HACEJICHUS
Kubep6e30nmacHOCTb — 3T0 OTBETCTBEHHOCTh Kaa0ro 3 Hac. OHa
HAYMHAETCS ¢ TaKWUX MPOCTHIX BEIEH, KaK BBHIOOp HAIASKHOTO Maposis s
JOMalIHEN JJICKTPOHHOMW MOYThl. BaXHO MOMHUTH, YTO OJAWMH WU TOT XK€
Mapojib HENb3s MCIOJb30BaTh OJHOBPEMEHHO IS padodeil ITOYTHI, IS
pEerucTpaluy Ha pa3IMYHbIX caillTaXx U B MecceH/kepax. K cioBy, JruyHbIE
JAHHBIC 4Yallleé BCEro IMOMaJaloT K 3JIOyMBIIIJIEHHUKaAM W3 0a3 JaHHBIX
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MarasuHOB (Mbl ocmagisieM Qamuiur, ums U omyecmaeo, aopec u menepon npu
pecucmpayuu 015 noy4eHus DOHYCHbIX UIU CKUOOUHBIX KApm).

HeoOxonuma »snemeHtapHas uu@poBasi TUTHeHA, TPU  KOTOPOM
c00JII0/IeHre MPOCTHIX MPABWJI MOBEIEHUS B CETH IO3BOJISIET 3alIUTUTH
MepCOHAIbHBIC JTAHHBIE, (PMHAHCHI M YCTPOMCTBA OT KHOSPMOIIICHHUKOB.

OcoOyro akTyalnbHOCTh TeMa LU(POBONM TUTHEHBI MPHOOPETAET B
OTHOIICHUM MOAPACTAIOLIETO MOKOJNEHUA. JIeTH CerogHs He TOJIbKO aKTUBHO
0OIIArOTCs B MECCEHKEPax, HO U MOTPYKAIOTCS B MUP OHJIAWH-UTP, TAC UX
Kpyr OOIIEHHUs paciIupseTcs 3a c4eT He3HakomIeB. Cpean HUX MOTYT
CKPBIBAThCSI M KHOEPTPECTYITHUKH, CTPEMSIIIIHECS UCITOIB30BaTh PEOCHKA ISt
noJlydeHuss KoH(uIeHIMaIbHOW wuHMopMarnui. Heokpemmas Tmcuxuka,
MOJBEP)KEHHOCTh BHYIIEHUIO W MAHUITYJIMPOBAHUIO JEJIAIOT HX JIETKOU
«TOOBIYE» IS 3JI0YMBIIIJICHHUKOB.

BE3OMACHOCTb AETEA B CETU —

3TO HE 3ATPETHI, A AOBEPUE U NMPABUJIA
BLICTPAMBANTE OTKPHITHIE OTHOWEHUA: PeleHoN

AONHEH FHATH, 4TO MOMET PIACCKAZATL BaM O M0boK
npobneme 62 CTPaxa HaKa3aHMA.

YCTaHoBUTE YETHUE rPpadmuLLbl: COTAACYATE BREeMA
OHNARH, PAIPLWEHHBIE CIATHI U NPHUAOREHHA

WcnonbayiTe TeXHUYeCHHE CpeacTea:
POAMTENLCKMIA ROHTPOAL ¥ OBINHE 3HKAYHTEI
AN8 MAIAWMX QeTen

be3onacHOCTD eTed B CETH — 3TO He MPOCTO 3aNpeThbl, a CO3AaHHUe
3alUIIEHHOM cpeabl W O0yueHHMe NMPAaBUILHOMY IOBeleHHI0. B cembe
HEO0OXOJIMMO BHICTpanuBaTh J0BEePUTEIbHbIE OTHOIIIEHUS ¢ pedeHKoM. JleTn
HE JIOJDKHBI UCKATh MIOHUMAaHWS Y HE3HAKOMIIEB B CETH, a OBITh YBEPEHBI, UTO
MOTYT pacckazaThb POJUTENISIM O J000W CTpaHHOW WM HENPHUITHOU
CUTYyaIlUM B C€TU 0e3 cTpaxa ObITh HaKa3aHHBIM.

BaxxHo 10roBOPUTHCHA U YCTAHOBUTH YeTKHUE NMPABUJIA. KAKUE CAUTHI
MOXKHO TIOCellaTh, CKOJIbKO BpPEMEHM TMPOBOAUTH OHJAWH, KaKue
MPUJIOKEHUST MOKHO MCITOJIb30BATh.

Jiia Mmutaqmmx geTed peKOMeHIyeTCsl CO3/1aBaTh aKKayHThl BMECTE U
3HaTh UX Napoyiv. Mcnoyib30BaHUE CNENUAJTU3MPOBAHHOIO MPOrPAMMHOI0



11

o0ecrneyeHUs1 POANTEIbCKOI0 KOHTPOJISA [T03BOJIUT OIPAHUYMBATh BpeMs 3a

HKpaHOM, (PUILTPOBATH KOHTEHT, OJJOKMPOBATH HEXKEJIaTeIbHbIC CAaNTHI.
CymiecTByeT MHOKECTBO MPECTYNHBIX CXeM, HCIOJIb3YEMBIX

KHOEpPMOIIIEHHUKAMH B OTHOIIEHUH HeCOBEPIIEHHOJIeTHUX JIeTeH.

Cmarin 9.

PACMPOCTPAHEHHBIE CXEMbl KUBEPTIPECTYN/IEHUM NPOTUB AETEW

«BecnnarHeien nopapru Deikosbie sanpoch OT «Apyseis fpymunr ===

Lene: BOCnOTRI0na N GOEEMEN N U mwgacen cebn
BEAMM AT AL HH S0 OO0 Bl Araenes, Tl MBH ATy
Asamer T

HKubepbynnmnnr DecTpyrRTMBHOIA HOHTEHT

LLerl Yrreems 1 YOI BAN DO SBTY Uere
U ADADS FMECHM SIRET TEAEMS K IRy AX PO B LM TN
W oure s oot .

Cnpaeouno:

Cnocobwvl kubepnpecmynieruii 8 OMHoOWeHUU 0emeti U NOOPOCMKOB.

«becnniamubley RNOOAPKU U  PO3bIZPLIMU, KO20a4 pebeHKY O
NONYYEHUsL BblUSPbIULA Npediazaemcs nepeumu no Cccolike U 68echmu
niamedicHvle U UHble Oauuvle e2o pooumeneu. OCHOBHASA yelb — YKPACMb
OanHble OAHKOBCKUX KAPM UU YHEeMHbIX 3anucell;

«gpeiikosviey 3anpocel om Opy3eil, Ko20d C UCNOJb308AHUEM
83/IOMAHHO20 AKKAYHMA Opyea pebeHKa nNpocsim Nnomoub (nepegecmu
OeHediCHble CPpedCmaa), a pebeHOK, JHCelds NOMOYb, MONHCeM He YCOMHUMbCSL
8 TUYHOCIU NPOCAULe20;,

«CPYMUHZY», KO20A 63POCTbLU 3/I0YMIUIEHHUK NOO 8UOOM C8EPCIHUKA
emupaemcsi 8 0ogepue K peOeHKy 6 coycemsax uiu uepax, NnocmeneHHo
8bl8eObIBAC TUUHYIO UH@DOPMAYUIO, MAHUNYIUPYEM, Bbl3blédem Y)8CME0
onuzocmu, a 3amem ModCem BulNPAWUBAMb UHMUMHbIE (BOMO/8Udeo Uil
HA3HAYamb JTUYHYIO GCmpedy, 4mo MOdcem Npueecmu K COBEPULCHUIO 8
OMHOWEHUU pebeHKa Oelcmsull CeKCyalbHo20 Xapakmepa, Komopbvle
pebeHoKk 8 cuny 803pacma He MOdCem OYeHU8amv, KaK COYUAIbHO-
3HauUMble, CUUMAs NPOUCX0O0sUiee USPOlL,

«CeKCmopuien», K020a NpecmynHux, NOJAY4U8 UHMUMHblE OMO Uil
8UOe0 (000POBOILHO OMNPABIEHHbIE DeOEHKOM UIU Yepe3 B3/10M Kamepbl),
HauuHaem wWaHmaicupoeams pebeHKa, blMo2as KaKk mamepuaivhsle O1aea,
mak u yciyey, 8 mom 4ucie CeKCyaibHo20 xapakmepa,

Kkubepoyanune (uiu mpaens), Ko2oa co30armcst epynnvl U nabauKu
011 HacmewleK, YHUUMEIbHbIX KOMMeHmapues, Omnpasisiomcs yepo3vl 8
JIUYHBIX COOOWEHUAX, YMOObl NPUUUHUMb DEOEeHKY NCUXO0TI02UYEeCKYI0 00.b,
YUMo HepeoKo MOANCem 3aKOHYUMCSL 0enpeccueli Uil 0axce camoyouticmeom,

606/lIeYCHUEe 6 OnACHble CO0DWecmea, nNpPonazaHoupyrowue
oenpeccusnvie meveHusl, CYuyuo, aHOPeKCuro, HACUIUe UIU IKCMPEeMU3M,
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KOmopble NpenooOHOCAmMCs peOeHKy KAaK UYmo-mo «MOOHOe», «Kpymoe» U
«3anpemmuoe.

s & -

4 KNKOYEBBIX NPABU/A BE3ONACHOCTH
B CETU AETEW U NOAPOCTKOB

Xpauu nuynoe B Takne }
He nyBaMicyit aapec, WwHoNY, reomeTkH, 4aHHbIe JOKYMEHTOR W
NNaHLl CEMbM.

Nomuu anropurm «CTON-CNPOCU-PACCKAXW »
"} CTON, ecan uto-To Hacropamueaer. CNPOCU y poantensh,
= acnu HenmoraTHO, PACCKAMM B3pocnbim o moboi yrpoze. |
Wil Anckomdopre. [
. Koutpoawpyh kpyr obuwenwms
_‘_ fobGasnit 8 4py36a TONGKO TEX, KOO IHASILL AMUHO.
Hacrpoi npreamocts npoduia. \

. Brarosei KpuTHaecKO® MbiUNEHWE
Ll He nepexoau no COMHUTENBHLIM CChINKAM. HE BEpb CAMLIKOM
ABLTORHBIM Y IPE/NOREHUSM,

Cmarin 10.

BaxxHo Hayuuth naered UM@PpPOBONM TPAMOTHOCTH M KPUTHUECKOMY
MBIIUICHUIO. VIM HyXHO noHuMarh, 4To HMHTEpHET — 3TO OTpaMKeHHUe
peajibHOI0 MHpPAa: B HEM eCTh U XOopolluue, U IUIOXHe JIIOAU, U MPaBHJIa
0€e30IMaCHOCTH 3/eCh TaK ’Ke Ba’KHbI, KAK U Ha yjauue. He sxoHOMBTE Ha
BPEMEHHU, Yalile ¥ O00JIble pa3roBapuBaiTe CO CBOMMU JEThbMH !

Taxxke B 3allMTE OT MPECTYNHBIX MOCATATENBLCTB, B UHPOPMUPOBAHUU
Y JOTIOJIHUTEIIbHOM BHUMAHUU HYKIAKOTCS U JIFOAU IIOKUIIOT0 BO3pacTa.

*k*kk

3a mocienHee BpeMs B PECIyOJIMKE MPOU3OLUIM 3HAYUTENIbHbIC
MO3UTUBHBIEC CABUTH: YAAJIOCh OOIIMMHU YCHIMSIMU MEPEIOMUThH TEHJICHIIUIO
pocTa uucia KUOEpPHpEeCTYIUICHU, 3aMETHO BBIPOC YpPOBEHb LHU(PPOBOU
3allUTHl, JIEMOHCTPUPYET OINEPATUBHOCTh U AJANTUBHOCTh K TEKYIIUM
BBI30BaM OEJIOPYCCKOE 3aKOHOJATENILCTBO B 00J1acTU KUOEpOE30macHOCTH U
ap. IlpumedarenbHOo, YTO Haml OMOBIT OOpPHOBI C KUOEPHpPECTYIMHUKAMU
AKTUBHO MPUMEHSIOT B IPYTUX CTpaHaXx.

Kak ormerun Ilpe3unent Pecnyoimku beaapycs A.lJlykamenko,
«abconomuylo 3awumy om Kubepamaxk He 2apaHmupyem HU 00HA
cucmema 3auiumol, HO Mbl 00JIHCHbl MUHUMUZUPOBAMb PUCKU». ITOTO
BO3MOXXHO JOOUTHCS, KOTJa KaXIbli Y4aCTHUK HHGOPMAIIMOHHBIX
OTHOIIEHUH, KaKJdas opraHu3anus OyayT OTBETCTBEHHO TMOJIXOIUTh K
BBITIOJIHCHUIO TPEOOBaHUI MO KHOEpOE30MacHOCTH, a KaXKIbId YeIOBEK
MPOSIBUT OJUTEIHHOCTh W BHUMATEIBHOCTH B ClIy4ae CHUTyalluu C
MOIIIEHHUKaMHU.
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Craiin 11.

Poguranm, HawwsTe feTedd MNpagwna BEpErHTE 3HKIVHTL
MONE3SBATECA HHTEaToMm BE3nNacHONS NOBSLEHUA T adepcToe!
Npaanohn!

AEALEMMS ¥TIRAZTEHASN

NPHNPESWAEHTE
FECMYBNWEHW BENAFY (L




